Jak zostac pentesterem?




STRONA GEOWNA TAGI O MNIE ENGLISH

Kacper Szurek

C bezpieczenstwie ala wszystkich

Obsluga wielu serwerow @

TrustedUserCAKeys /etc/ssh/cas.pub
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Jak zostac pentesterem?

Jak zostac pentesterem/jak
zaczac nauke
bezpieczenstwa?

Jak zosta¢ pentesterem/specjalista
bezpieczenstwa? Od czego zaczat nauke?
Gdzie szukac¢ materiatow edukacyjnyvch?
Jakie $ciezki karierv istnieja? Czv
znajomos¢ programowania jest
potrzebna? Czy kursy cos daja?

29-02-2020

Bezpieczenstwo
pracy zdalnej

Kacper Sturek

Bezpieczenstwo pracy
zdalnej

Na co zwrdci¢ uwage podczas pracy z
domu? Co ustawic i czego sie obawiac?
Proste porady w przystepnej formie z
obszernymi wytlumaczeniami.

20-03-2020

YouTube Facebook @KacperSzurek ( Newsletter )

Obstuga wielu
serwerow SSH

Poznaj opcje
TrustedUserCAKeys, ktéra
mozesz skonfigurowaé w SSH.
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BadWPAD
Atak BadWPAD, dzieki ktoremun mozna
podstuchiwac i modyfikowac

niezaszyfrowany ruch internetowy na
twoim komputerze.

UWAGA!

To tylko slajdy
Ich omowienie na
logu lub YouTube



https://security.szurek.pl/jak-zostac-pentesterem.html
https://www.youtube.com/watch?v=Y1KtqlmjZAI

Naucz sie szukac

manual/instrukcja/google




e Czasami w korpo — tak

* To jeden z dtuzszych
zyciowych projektow

* Ucza cierpliwosci

* Kontakty/znajomosci

* Dobre podstawy
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Sciezki kariery ?

Pentester

Red Teaming

Analiza malware

SOC

Threat hunting/intelligence
6. Informatyka sledcza

Exploity
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1. Obstugi Windows/Linux

2. Jak dziata siec

3. Jakis jezyk programowania
4. Docker/Maszyny wirtualne
5. OWASP TOP 10

6. IDE
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<div class="site-header-content:>

<hl class="site-title":>

Kacper Szurek

</hl>

<hl class="site-description”>0 hezpieczenstwie dla wszystkich</hl>

</ divs

<nav class="site-nav'">

<div class="gite-nav-lefr"><ul class="nav" role="menu"><li class="nav-home" role="menuitem"><a
href="/">5trona gtowna</a></1li>

<1li class="nav-home" role="menuitem"><a href="/tag/"=Tagi</a></li>=

<1li clazs="nav-about" role="menuitem"><a href="/omnie/">0 mnie</a></li>

<1li clazs="nav-about" role="menuitem"»<a href="/en">English</a></li></ulr<div id="search-searchbar"></div>
</ dive

<div class="site-nav-right":>

<div class="soli"»<a class="sc0ll" href="https://www.youtube.com/c/Kacper3zurek"” target=" blank"
rel="noopener">¥YouTube</a><a class="soll" href="https://facebook.com/groups/odldopentestera/"
target=" blank" rel="noopensr">Facebook</ a>

<a class="s0ll" href="https://twitter.com/ EacperSzurek” target="_blank" rel="noopencr">EKacperSzurek</a><a
clazs="subscribe-button” href="/newsletter.html">Newsletter</a=</divs

</ dive

</ navs>

<fdive

</ headesr>

<main class="site-mwain ocuter" role="main'":>

<div class="inner'":>»

<gsection class="subscribe-form subscribe-form-main"»><a class="subscribe-form-close
subscribe-form-close—-main"></a><h3 class="subscribe-form-title"=Hewsletter</hi>

<p=0trzymuj najnowsze wpisy wprost na swoja skrzynke</p>

<p class="subscribe-error-message"></p>

<form action="https://newsletter.odldopentestera.pl” accept—charset="utf-8" method="post">
<div class="form-group>

<input type="hidden" nams="where" id="subscribe-form-where" wvalus="main"™ />

<input type="hidden" nams="ajax" wvalus="0" /=

<input type="hidden" nams="lang" id="subscribe-form-lang” valus="pl" />

<input class="subscribe-smail” tvype="email” name="email" placeholder="twojemailfexample.com">
</ dive

<button type="submit" id="newsletter subwit":>Zapisz sie</button>

</ form>




Vulnerable-by-Design

(aplikacje specjalnie Zle napisane)

WebGoat
oWAPP
Juice Shop
Damn Vulnerable Web App
Damn Vulnerable NodelS
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nttps://twitter.com/hashtag/BugBountytips

nttps://ctftime.org/writeups

nttps://hackerone.com/hacktivity
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The 5 Hackmg NewsLetter 96

Hey hackers! These are our favorite resources shared by pentesters and bug hunters

last week.

PENTESTER LAND This issue covers the week from 28 of February to 06 of March.

OFFENSIVE INFOSEC

o TSHN N°96

AMA
CURATED BY PENTESTER LAND
Challenges & SPONSORED BY INTIGRITI

Cheatsheets

Conference notes

The 5 Hacking NewsLetter ; _‘W J

The Bug Hunter Podcast . . .
Our favorite 5 hacking items

Tips & Tricks
Tutorials
1. Tools of the week
About
Contact e FUSE & FUSE: Finding File Upload Bugs via Penetration Testing
List of bug bounty writeups e Pulsar

Subscribe

Pulsar is described as a Network footprint scanner platform. | didn‘t get to test it yet,

= [E » Q

butit™ d many recon tools, automates many

recon httpS //penteSter Iand/ , cloud resources discovery and basic



https://pentester.land/

@ reddit

209

Q Search

@ Comment / Share [ Save ==

Posted by uf_vavkamil_ 2 days ago

Reverse engineering Blind's API and client side encryption

blog.jldc.me/posts/... &

M 10 Comments 4 Share [} Save s«

Posted by u/rizemon 2 days ago

HackTheBox: Forest - Writeup by rizemon
rizemen.github.ic/hackth... &

M 1comment A Share [ Save -«

Posted by u/Mysteriid 2 days ago

LeakLooker GUI — Discover, browse and monitor database/source
code leaks.

medium.com/@woj_c... (¥

M 5 Comments # Share [] Save

4 Crossposted by u/resynth1943 2 day

(%]
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Telekom and Telefonica collecting users' data

frflinu... (&
rfLinuxCafe - Posted by u/TheEvilSkely Mod of all 2 days agco
Telekom and Telefonica collecting users' data

@ PSA: To all German users, starting from tomorrow (2020-03-22), Telekom and
Telefonica nroviders will hand ove

https://www.reddit.com/r/netsec/

LOG IN



https://www.reddit.com/r/netsec/

JavaScript without DOM Clobbering

emeyem | Top 10 web hacking
| 06 February 2020 |

o techniques of 2019

V
)1

06 February 2020

WEB HACKING TECHNIQUES

SVG animate XSS

28 January 2020

Breaking the chains Cracking XS-Leak: Detecting

on HTTP Re: https://portswigger.net/ (aaSELE IDs using Portal

e Y NSEIRSEET el ) mesmaTen A M.


https://portswigger.net/
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Something that's really worth your time!

URL: https://blog.sheddow.xyz/css-timing-attack/
Description: A timing attack with {55 selactors and Javascript.

URL: http://waw.sec-down.com/wordpress/ ?p=8e9

Description: An interesting Google vulnerability that got me 3133.7 reward.

URL: http://bit.ly/20QkwWul (+)
Description: Get as image() pulls Insights/NRQL dats from New Relic accounts (IDOR).

YA MTr

HHI K

BN R S I B S

Some Kung Fu Techniques.
URL: https://github.com/hdm/mac-ages
Description: MAC address age tracking.

URL: https://github.com/nulpwn/WiPray
Description: Wifi Password Spray in EAP-MSCHAPV2 networks.

URL: https://github.com/hausec/ADAPE-Script

Description: Active Directory Assessment and Privilege Escalation Script.

URL: https://github.com

pescription: rutes o . NEEPS://github.com/Simpsonpt/AppSecEzine



https://github.com/Simpsonpt/AppSecEzine

Rafael Cintra @RafaelC
_+ XSS Payload JSON:

“H¥;alert("oBonito’)</script>

Ali Tatancu @alicanactol

| use google dorks for finding reflected xss.

site:target[dotlcom inurk&

site;target[dotjcom inurl:php

site:target[dotjcom inurljsp

etc.. and | try find xss ( | don’t use any tool for find them )

Shahrukh Rafeeq ©@d=tonator - 12 g
EasyBug but 80% dup | For New Hunter
Failure to Invalidate Session after Password Change

1. Login with the same account in ‘Chrome™ and "Firefox” Simultaneously
2. Change the password in the "Chrome”
3. Go to "hirefox” and Update any info, If update, report then

https://twitter.com/hashtag/BugBountytips
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CERTIFICATE

SEAPRGCHRION | Certyfikaty:

’ * segreguja wiedze

* zazwyczaj sg drogie

* egzamin o hiczym nie swiadczy

e praktyka vs teoria

* nie sg gwarantem pracy

* czasem wymagajg doswiadczenia

DATE

Pamilisnains




kursy/szkolenia/ksiazki

1.Tak, ale pamietaj — jakosc nie ilos¢
2.Samo czytanie to nie wszystko
3.Praktyka, praktyka, praktyka

4.Nie czytaj catosci od razu

5.Ksigzki segregujg wiedze z Internetu
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Analysis of 30+ vulnerability reports that paid!

s

Peter Yaworski

4. Open Redirect Vulnerahilities
Description
Examples

1. Shopify Theme Install Open Redirect
2. Shopify Login Open Redirect
3. HackerOne Interstitial Redirect

Summary

5. HTTP Parameter Pollution
Description
Examples

1. Hacker(One Social Sharing Buttons
2. Twitter Unsubscribe Notifications
3. Twitter Web Intents

Summary

6. Cross-Site Request Forgery
Description
Examples

1. Shopify Twitter Disconnect
2. Change Users Instacart Zones

3. Badoo Full Account Takeover

Summary

7. HTML Injection

https://leanpub.com/web-hacking-101

9. Cross-Site Scripting
Description
Examples
1. Shopify Wholesale
2, Shopify Giftcard Cart
3. Shopify Currency Formartting

1, Yahoo Mail Stored XS5

Ln

zoogle Image Search

[=r]

zoogle Tagmanager Stored X355
7. United Airlines X355

Summary

10. Template Injection
Description

Server 5ide Template Injections

Client Side Ternplate Injections
Examples

1. Uber Angular Template Injection
2, Uber Template Injection

3. Rails Dynamic Render

Summary

11. SQL Injection
Description

S0L Databases

Countermeasures Against S0L1



Podatnosci

e Podatnosc Cross-Site Scripting (XSS) [Michat Bentkowski]

e Content Security Policy (CSP) [Michat Bentkowski]

e Same-Origin Policy i Cross-Origin Rescurce Sharing (CORS) [Mateusz Niezabitowski]
e Podatnosc Cross-Site Request Forgery (CSRF) [Michat Sajdak]

e Podatnosc Server-Side Template Injection (S5TI) [Mateusz Niezabitowski]

e Podatnosc Server-Side Request Forgery (SSRF) [Michat Sajdak]

e Podatnosc SQL injection [Michat Bentkowski]

e Podatnosc Path Traversal [Marcin Piosek]

e Podatnosci Command Injection / Code Injection [Marcin Picsek]

Inne obszary

e Uwierzytelnianie, zarzadzanie sesja, autoryzacja [Marcin Piosek]

e Putapki w przetwarzaniu plikéw XML [Michat Bentkowski]

e Bezpieczenstwo APl REST [Michat Sajdak]

e Niebezpieczenstwa JSON Web Token (JWT) [Michat Sajdak]

o Zalety i wady OAuth 2.0 z perspektywy bezpieczenstwa [Marcin Piosek]

B E Z p I E CZ E N STW 0 e Bezpieczenstwo protokotu WebSocket [Marcin Piosek]
dzenie do programdw Bug Bounty [Jarostaw Kaminski]
APLIKACJI WEBOWYCH A

Mictat Bt - gt -A e’ e ) " b2y

e Flaga SameSite - jak dziata i przed czym zapewnia ochrone? [Marcin Piosek]

secur um

https://sklep.sekurak.pl/
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Introduction

Chapter 1 Web Application (In)security
Chapter2  Core Defense Mechanisms
j Chapter3 Web Application Technologies

Chapter4 Mapping the Application
lll (l l) () ()l{ Chapter 5 Bypassing Client-Side Controls
( Chapter 6 Attacking Authentication
and Exple Chapter 7  Attacking Session Management
Chapter8 Attacking Access Controls
Chapter 9  Attacking Data Stores

Chapter 10 Attacking Back-End Components
Chapter 11 Attacking Application Logic

Chapter 12 Attacking Users: Cross-Site Scripting
Chapter 13 Attacking Users: Other Techniques
Chapter 14 Automating Customized Attacks
Chapter 15 Exploiting Information Disclosure
Chapter 16 Attacking Native Compiled Applications
Chapter 17 Attacking Application Architecture
Chapter 18 Attacking the Application Server
Chapter 19 Finding Vulnerabilities in Source Code
Chapter 20 A Web Application Hacker’s Toolkit
Chapter 21 A Web Application Hacker’'s Methodology
Index

B Dafydd Stuttard MMarcus Pinto

xxiii
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39
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https://www.amazon.com/Web-Application-Hackers-Handbook-Exploiting/dp/1118026470
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Joomlat com_hdwplayer 4.2 - 'search.php’ SQL Injection

rconfig 3.9.4 - 'search.crud.php’ Remote Command Injection

FIBARO System Home Center 5.021 - Remote File Include

Exagate Sysguard 6001 - Cross-Site Request Forgery (Add Admin)

Netlink GPON Router 1.0.11 - Remote Code Execution

PHPKB Multi-Language 9 - 'image-upload.php’ Authenticated Remote Code Execution
PHPKB Multi-Language 9 - Authenticated Directory Traversal

PHPKB Multi-Language 9 - Authenticated Remote Code Execution
MiladWorkShop VIP System 1.0 - 'lang’ SQL Injection

Enhanced Multimedia Router 3.0.4.27 - Cross-Site Request Forgery (Add Admin)
Horde Groupware Webmail Edition 5.2.22 - Remote Code Execution

Centos WebPanel 7 - term’ SQL Injection

Horde Groupware Webmail Edition 5.2.22 - PHAR Loading

Horde Groupware Webmail Edition 5.2.22 - PHP File Inclusion

rConfig 3.9 - 'searchColumn’ SQL

https://www.exploit-db.com/?type=webapps

WebApps
WebApps

WebApps

PHP
Multiple
PHP
Hardware
PHP
PHP
PHP
PHP
ASP
PHP
Linux
PHP
PHP

PHP

=
Q

Advanced

Y Filters Y« Reset All

+hATr

qw3arTyTy
Matthew Aberegg
LiquidWorm
Metin Yunus Kandemir
shellord
Antonio Cannito
Antonio Cannito
Antonio Cannito
AYADI Mohamed
Miguel Mendez Z
Andrea Cardaci
Berke YILMAZ
Andrea Cardaci
Andrea Cardaci

vikingfr


https://www.exploit-db.com/?type=webapps
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Podniesienie uprawnien
(jak zosta¢ administratorem)

el |
https://blog.g0tmilk.com/2011/08/basic-linux-privilege-escalation/
https://www.fuzzysecurity.com/tutorials/16.html



https://blog.g0tmi1k.com/2011/08/basic-linux-privilege-escalation/
https://www.fuzzysecurity.com/tutorials/16.html

Enumeracja

(co znajduje sie na serwerze)

v
v
v

Pliki na dysku
Programy/ustugi

Konfiguracja

v'Uprawnienia



* Metasploit
* Nmap
* Wireshark

e Kali Linux
* Burp Suite



Linux/Windows?

COMMANDOVIVA

COMPLETE MANDIANT OFFENSIVE VM

https://www.fireeye.com/blog/threat-research/2019/08/commando-vm-customization-containers-kali.html



https://www.fireeye.com/blog/threat-research/2019/08/commando-vm-customization-containers-kali.html
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Networked
Hack The Box

0S: 4§ Linux
PEN-TESTING LABS

Difficulty: Easy

Points: 20

Release: 24 Aug 2019 %
IP: 10.10.10.146
- \

.\’
_}

Helst
0S: &R Windows
Difficulty: Easy
Points: 20

Release: 10 Aug 2019

IP: 10.10.10.149

. +] RastaLabs

https://www.hackthebox.eu/press/prolab-rastalabs



https://www.hackthebox.eu/press/prolab-rastalabs

Video

Postman

Postman

Heist

Kryptos
LaCasaDePapel
Redcross
Jerry
Reel
Reel
DropZone
DropZone

DropZone
DropZone

Bounty

Bounty

IPPSEC

Twitter « Patreon = Youtube

metaspl

Description

Running searchsploit, then using Metasploit to exploit Webmin

Root shell returned, set Metasploit to go through burp and play with it until we get
the exploit working.

Using Metasploit to do the same thing (smb_login), to show it keeps tracks of creds.
Then doing a WinRM Login

Starting up metasploit to steal the login hash of a MYSQL Login

Triggering the backdoor without Metasploit

Using Metasploit to exploit haraka, get shell as penelope

Logging into tomcat and using msfvenom + metasploit to upload a malicious war file
Using Metasploit to do the box

Attempting to do the ALPC Exploit within Metasploit

Examining PSExec Metasploit Module

Using irb within metasploit to print a powershell payload

Using irb within metasploit to print the MOF File

Installing pry.byebug in order to allow us to drop to a debug console and step
through metasploit modules

Start of doing this box again, with Metasploit! Creating a payload with Unicorn

Metasploit Session Returned! Checking local_exploit_suggester

https://ippsec.rocks



https://ippsec.rocks/

®
0FFE"SI“E COURSES AND PENTEST TRAINING WHY KALI AND

b = el CERTIFICATIONS LABS SERVICES FOR ORGS OFFSEC? INFOSEC TOOLS
SEEUTIL \V )

GET MORE PWK

The official OSCP certification course.
All-new for 2020.

REGISTER

COURSE OVERVIEW

//www.offensive-security.com/pwk-osc


https://www.offensive-security.com/pwk-oscp/

Active Directory
https://adsecurity.org/

https://www.active-directory-security.com/
https://www.harmjOy.net/blog/



https://adsecurity.org/
https://www.active-directory-security.com/
https://www.harmj0y.net/blog/

Blackbox

(bez kodu zrodtowego)

Whitebox

(z kodem zrodfowym)



Developers Spoken Language: Any ~ Language: PHP ~

codeigniter4 / Codelgniter4
Open Source PHP Framework (originally from EllisLab)

@rir w2467 Yois euitoy iR 2 B kD

pterodactyl / panel

Pterodactyl is the open-source game server management panel built with PHP7, Nodejs, and Go. Designed
with security in mind, Pterodactyl runs all game servers in isolated Docker containers while exposing a beautiful
and intuitive Ul to administrators and users.

@rr xisez Y3 sty D RS

bagisto / bagisto

A Free and Opensource laravel eCommerce framework built for all to build and scale your business.

@rr 2174 Yo euitoy N ® ¢

cretueusebiu / laravel-nuxt

A Laravel-Nuxt starter project template.

@rip K693 Y149 Buntbyﬁ.ﬂ

Date range: Today ~

W 6 stars today

W 2 stars today

W 4 stars today

W 4 stars today



4 q ) ’
osystem() ’ 4
oexec() €
opopen() - |, |
oeval() =

ounlin k() Szukaj potencjalnie niebezpiecznych funkgciji



* Nie hakuj bez pozwolema y
* Nie zgdaj pieniedzy |
* Nie hejtuj




e wLbheE

Bug Bounty

Kazdy moze sprobowac

Duza konkurencja

Duplikaty

Czesto dtugi czas oczekiwania
Brak gwarancji rezultatu




Szukanie
:[:I: 5 pbredow.

Jak zaczac?
bug bounty



https://www.youtube.com/watch?v=QJsaDX2URrA

Program

@ Quiture.Rocks

v e
s

Every.org

PegaSys Managed

Myndr

DigitalOcean Managed

@

Glassdoor M

OrionLabs Ma

Launch

03 /2020

03/2020

03/2020

03/2020

03/2020

03/2020

03 /2020

Reports

12

108

464

Bounties

w
wn
o

Bounties

$250

Platformy
HackerOne
Bugcrowd
Synack



SIGN IN | SIGN UP

|1 aC ke rone FORBUSINESS FORHACKERS HACKTIVITY COMPANY  TRYHACKERONE

[api.pandao.ru] IDOR for order delivery address 5 s
ais b 10 >dd
114 By ndsty to Mail.ru ® Resolved & Medium $3,000.00
n Connection informaton is sent to a third-party service o S
aisciosed 30 aays ago
296 By martinbydefault to NordVPN ® Resolved e Critical ‘
P scripts loader (denial of service) vulnerability . ],
2 disclosed 5 days ago
19 ™M™ By badis to MariaDB ® Resolved Low )
A non-administrator user can change his email even whenitis restricted by an administrator , )
Q gisclosed 18 gays ago
111 By agnidevan to Visma Bug Bounty Program ® Resolved & Medium $250.00 >
H1514 Remote Code Execution on kitcrm using bulk customer update of Priority Products :
disclosed 2 months ag
651 By fransrosen to Shopify ® Resolved & Medium $15,000.00
athome.starbucks.com - URL parameter tampering of review forms permitted possible content
disclosed 7 days
28 @ injection "
By jackb898 to Starbucks ® Resolved @& Medium
Access to all files of remote user through shared file —
315 5ed £ ays aqce
139 By xuesheng to Nextcloud ® Resolved & Medium $750.00
@ sdrc.starbucks.com - Information Disclosure via unsecured attachment directory P
aisciosed £/ days ago
180 By 100phOle to Starbucks i

hitps://hackefone.com/



SIGNIN | SIGN UP

|1a C ke rone FORBUSINESS FORHACKERS HACKTIVITY COMPANY  TRYHACKERONE

. . . o N Launched on Oct 2019
Allegrois areal European-born tech leader, #1 online shopping destination in Poland
and #6 eTail business in Europe. Managed by HackerOne

https://allegro.pl.allegrosandbox.pl/ - @allegrotech

Reports resolved Assets in scope Average bounty

8 1 $250-$300

Policy Hacktivity Thanks Updates (0)

Rewards Response Efficiency
e Critical a® High @& Medium Low

3hrs

Average time to first response
$3,000 $1,000 $500 $200

5 days
We will reward reports according to their severity on a case-by-case basis as determined by our security team. We may pay el i s
more for unique, hard-to-find bugs; we may also pay less for bugs with complex prerequisites that lower risk of exploitation. .,
Our minimum reward is $200 USD.

Average time to resolution

Last updated on October 8,2019.  View changes
@® 58% ofreports
Meet response standards

Based on last 90 days
Policy

https://hackerone.com/allegro



https://hackerone.com/allegro

SIGN IN | SIGN UP

|1 aC ke rone FORBUSINESS FORHACKERS HACKTIVITY COMPANY  TRYHACKERONE

OLX Vulnerability Disclosure
Program

OLX is an online classifieds platform that enables its users to create ads and display
Launched on Jun 2016

them on social networks.

http://olx.com - @OLX

Policy Hacktivity Thanks Updates(2)

OLX s taking a break and is not accepting new submissions.

Policy Response Efficiency

At OLX, we take security issues seriously. If you believe you've detected a vulnerability within our products we'd like to hear -
about it. We'llinvestigate all reports and do our best to fix these issues as soon as possible.

Scope
3 months
The scope of our program includes the following sites:

Average time to resolution

e Poland: olx.pl, otodom.pl, otomoto.pl

e Portugal: olx.pt

e United Arab Emirates: dubizzle.com Meet response standards

] Based on last 90 days
e South Africa: olx.co.za a 12 y

« PakISE bEOMK https://hackerone.com/olx



https://hackerone.com/olx

Zakres —

(co wolno a czego nie) .

a. Jakie domeny mozna atakowac
b. Za co sie ptaci

c. Czego nie wolno robic

d. Czy jest infrastruktura testowa




' Prywatne programy:
- ha zaproszenie
- wiekszy zakres
- mniejsza konkurencja




"security hall of fame"

http://www.

Security Hall of Fame

The following researchers have taken the time to identify and
report security concerns with Sellfy. Their work is truly appreciated.

Muhammad Mujtaba
Muhammad Wagar
Jay Turla
Ehraz Ahmed
Kamil Sevi
Ali Hasan Ghauri
Ali Zahir
Vaibhav Deshmukh
Parichay Rai
Sebastian Neef

Adeel Imtiaz
Riaz Ebrahim

Jan Aumar Badinas
Sumit Sahoo (54H00)
Jay Patel
Ashish Pathak
Pradeep Kumar
Arpit Gupta
Nehal Ghoratkar
Asif Balasinor
Sukhijiwan Singh Matharu

Mahender Singh & Deepali Malekar

Russel Man Laurio
Akshay Shinde

Shubham Sharma
Shubham Sahu
Wageeh Ul Hasan

Jatinder Singh Saini, Vikas Khanna,

Gurjant Singh Sadhra
Kaushik Roy
Ali Tabish
Mohammed Abd Elmageed
Muhammad Amr Masef
Abhishek Baru
Nitesh Sharma
Omkar Avasthi




Rekonesans:
* zakres z wildcard
* nowe domeny
* nowe fun “
* nowe mozliwosci
* zapomniane pc




SPECJALIZACIA!

We?z jeden produkt/funkcje/typ btedu
| stan sie ekspertem




}

Szukanie to potowa pracy:

raport

Kv e L3
\ﬁ 4 »




* Opis

 Jak znalaztes

e POC

* Dodatkowe warunki do exploitacji
* Impakt na organizacje
 Rekomendacje naprawy

e Referencje

* Obrazek/Video




CTF | '
* Praca w.grupie

* Ciekawe zadania

* Presjaczasu

.» Cierpliwosé /pokora
Czesto nowe podatnosci




CTFRITIME

Event

FireShell CTF 2020

UTCTF 2020

Securinets CTF Quals 2020

Securinets CTF Quals 2020

Securinets CTF Quals 2020

Securinets CTF Quals 2020

FireShell CTF 2020

FireShell CTF 2020

Securinets CTF Quals 2020

Securinets CTF Quals 2020

FireShell CTF 2020

FireShell CTF 2020

FireShell CTF 2020

FireShell CTF 2020

FireShell CTF 2020

FireShell CTF 2020

COMNFidence CTF 2020 Teaser

COMNFidence CTF 2020 Teaser

COMFidence CTF 2020 Teaser

Task Tags

Dungeon Escape m

Random ECB ech | crypto |
UNCRACKABLE

Destruction

The Secured channe

Cis G ? Ez Camel

Miscrypto Alphabet

Is this Rev?

TRIPLE (reverse-engincering | 3des
UNCRACKABLE rev | pwn |

Welcome
wiPM

URL to PDF

Screenshoter

Temporary File System Storage
Angry Defender

Temple JS

Cat web https://ctftime.org/

(4]

Author team

BambooFox
misc

misc

Fword
Fword
Fword
BambooFox
BambooFox

OpenToAll

House of Suicide
Balsn
Balsn

Balsn



& 2l

Android/lphone

1. OWASP Mobile Security Testing Guide
2. Bezpieczenstwo API

3. Dekompilacja aplikacji

4. Jailbreak/root

5. SSL Pinning







CloudGoat

(podatna infrastruktura)

M

Playing with CloudGoat part 2: fooling AWS
CloudTrail and getting persistent access

g Pawel Rzepa

Playing with CloudGoat part 1: hacking AWS
EC2 service for privilege escalation

https://github.com/RhinoSecurityLabs/cloudgoat
https://medium.com/@rzepsky



https://github.com/RhinoSecurityLabs/cloudgoat
https://medium.com/@rzepsky

Exploring the Power of Phished Persistent Cookies in AWS

Spencer Gietzen

Before diving into this blog post, you shouid consider reviewing our recent post on phishing users with MFA on AWS. The research discussed
in this post was discovered during an AWS phishing engagement that Rhino was performing on a client....

Read more b

CloudGoat 2: The New &

ClougGoatOicial o Phishing Users with MFA on Improved “Vulnerable by

Walkthrough'Series:

AWS Design”

“rce_WEb_app" o AWS Deployment Tool

https://rhinosecuritylabs.com/blog/



https://rhinosecuritylabs.com/blog/

https://rhinosecuritylabs.com/landing/penetration-test-report/
https://cdn.sekurak.pl/eventory=sample-pentest-report.pdf
https://github.com/juliocesarfort/public-pentesting-reports
https://cure53.de/#publications



https://rhinosecuritylabs.com/landing/penetration-test-report/
https://cdn.sekurak.pl/eventory-sample-pentest-report.pdf
https://github.com/juliocesarfort/public-pentesting-reports
https://cure53.de/#publications

Identified Vulnerabilities

The following sections list both vulnerabilities and implementation issues spotted during
the testing period. Note that findings are listed in chronological order rather than by their
degree of severity and impact. The aforementioned severity rank is simply given in
brackets following the title heading for each vulnerability. Each vulnerability is
additionally given a unique identifier (e.g. SAF-01-001) for the purpose of facilitating any
future follow-up correspondence.

SAF-01-001 Crypto: Secure key deletion ineffective (Medium)

Note: This issue has been discussed with the Safing team and a fix has been confirmed
by the Cure53 team.

In many instances, Jess calls helper functions that appear to be designed as a way to
“burn” cryptographic keys and similarly sensitive material from the device’'s memory in
order to prevent recovery. These “burn” functions are called frequently throughout the
cryptographic stack of Jess, including locations in the Signet, RSA, X25519 and NIST
components.

However, the tactic used in order to achieve key erasure is likely ineffective, due to the
limitations of the Go's garbage collection-based memory management model’.
Furthermore, it does not attempt to target residual values, such as intermediate
computations, which thus may remain in memory.

Affected Files:

helper.go

tools/ecdh/nist.go

Affected Code:

// Burn gets rid of the given []byte slice(s).
func Burn(data ...[]byte) |

for _, slice := range data {
for 1 := 0; i < len(slice); i++ {
slice[i] = OxFF

func (ec *NistCurve) BurnKey(signet tools.SignetlInt) error |
pubKey := signet.PublicKey()

SAF-01-003 Crypto: Secure channel protocol weaknesses (High)

Note: This issue has been discussed with the Safing team and a fix has been confirned
by the Cure53 team.

client server

generates ephemeral key [el]
jilljl only: generates semi-ephemeral key [se] and distribates it
:liml only: makes secret [51] from [e], se), applies it 1o [client—>server]

sends public {el]

:}im'l only: makes secret [s1] from [se, el |, applies it 1o [client—>server] and [chient<-—server|
j generates ephemeral key [e2], makes secret [s2] from [e2, el], applies it to [client<—server]

sends public [¢2)

jmnkcs secret [s2] from [el, ¢2], applics it to [client<—-server] and [clieat—>server)

sends APPLY flag

jnpplies secret [52] to [client—>server]

Fig.: Jess’ Diffie-Hellman secure channel protocol, based on the NK® Noise Protocol
Framework Handshake Pattern.

The secure channel protocol deployed by Jess - in both Diffie-Hellman and Key
Encapsulation variants, was modeled and evaluated using the Verifpal automated
protocol analysis software’. The results were the following:

Result « authentication? Client -> Server: encl: When the following wvalues are
mutated by the attacker:

gel - G"nil (originally G"*el)

encl, sent by Client and resolving to AEAD ENC(G"se”el, msgl,
nil), is successfully used in primitive AE'.AD_DEC(G"nil"se, AEAD_ENC (G"se"e2l,

https://cure53.de/pentest-report safing-jess.pdf



https://cure53.de/pentest-report_safing-jess.pdf

Red Teammg

(symulaqa realnych atakow).. _

Zazwyczaj majg szeroki zakres
Mozna stosowac socjotechnike

Nie ilos¢ btedow a wtamanie do firmy
Weryfikacja zabezpieczen korporacji




MARCIN
LUDWISZEWSKI

Director
of Cyber Security
Vo Deloitte
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https://www.youtube.com/watch?v=SmNThn-uhcc&feature=emb_title

"https://twitter.com/pawelmaziarz/

Wifi Pineapple
Proxmark

Rubberducky
Wytrychy

BT
ol ey by sl s ‘

Narzedzia

v
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https://twitter.com/pawelmaziarz/

Atak trwa krotko a przygotowania ...
U Powershell
O Infrastruktura C&C
1 Omijanie antywirusow
1 Socjotechnika
U Rekonesans
O Wtasne narzedzia




You’re Probably Not Red Teaming (And Usually I'm Not, Either)

Elevator Technician is a Great Cover Story

. . m
L4
https://www.youtube.com/watch?v=mj2iSdBw4-0 // e
4 X
. R EC -
Dev!ant Qllam (\ )
Security Auditor & Pen Test Consultant \\ )

The CORE Group .


https://www.youtube.com/watch?v=mj2iSdBw4-0

MALWARE
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Public submissions

“ Nie musisz uruchamiac
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Windows 7 Professional 32bit
oh 20020 1858

3 Mn

23 March 2020, 18:58

Windows 7 Professional 32bit
23 March 2020, 18:58

Windows 7 Professional 32bit
2020, 18:58

23 Mait

Windows 7 Professional 32bit
23 March 2020, 18:58

Windows 7 Professional 32bit

23 March 2020, 18:57

Windows 7 Professional 32bit
23 March 2020, 18:57

Windows 7 Professional 32bit

23 March 2020, 18:57

Windows 7 Professional 32bit
23 March 2020, 18:56
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S1 C BSE C S { BS

Malicious activity

Prepare your workforce for COVID - 19 Challenge.msg

COFVZ Micresoft Outiook Masaags

-show?3.1.198

Significant tasks

Q Type hash or tag to search \

MODS:
SHAT:
SHA256

MD5:
SHAT:
SHA256

fpoint.com/27c97bbb-955b-44e6-9040-6e282973b045/threat/email/de23261.. s

V2 Documant, LiEte Endian, Os: Windows, Vession 6.2, MSH Installer Coda pans: 949, Title: Zoom Ou_.

http://23.95.132.48/~main/ isuoxiso/w.php/ISeKTET1 ZsfI3A

Open in booyeser

s Lexd with very long Bnes

_.com/redirect?p=aaqqgb1394

with CRLF, LF line terminalors

SHAY:
SHA256:

SHAL:

MD5
SHAY:
SHA256

SHAY:

https:/uksouthr-notifyp.sve. ms:443/api/v2/tracking/method/Click?mi=dLGdSOx02EG_GINCnxqtfg&tc=_. mps:

Open in bros

https:

any.run

://www.hybrid-analysis.co

http://loginheiper.co

Open in browser

https://pOrfddf11i0l. godaddysites com/

Opan in bicveses

£

1 OF 25527

>

SHAY:
SHA256:

MDS:
SHAL:

MOS:
SHA1:
SHA256

SHAT:

MODS:
SHAY:
SHA256:

SHAL:

D) 4BACTB8197E1FAMAABBE1730A37D2432
D) 3E413822D998CEC3ATASCTDF6F2CCCDAA3IEDCEE
) 895C8D3REA2ADEFASCIE13BBE276FCFABGASTS52893ABGF 5 T1ADBCIZAS18DC288

0) DA7525256D4CCER7CERS18BAFFOBCAAT
0) D2912FDCESTDSA18ADT 1849E7AMDAFBD6A 14AABD
0) A369E682FDFBBFFCACTF11214CCCA4599957ABCE7IA0CS3FOBAESGE1FCTAEDAS

) 753D6E66A881479873113292731FD882
) 1F7888516165B4E£6932213DB18563F28FB7380ES
) 821473E1C583362E2D583285539C162B81CCIDEBE1DESDBAFCA7 1ABACT74339C4

) E6FBREDFI368DIESAARIEZT142600254
) 368C7075CBAT1350E91CIBE37C492FR7EDA3CETS
) E30DFGFDOCAATACA3B26DBIBABAFBLABIBCAIIBAABSASSTF 1414FC21737EIAAL

D) S56D9CAAATESCIBDFF1636784BDFIBR3
D) 8FE2C7B775A2826F2FCBEIB1463824ACSSCI1BETF
D) 4231288C94FCAY743545CB418FAABS122889RDBI1D53867C133ABZA96BC75C3A

[} 1F7FECACABB4GESADGEARZ92B8368673
[} BGA3F7C77370981818DFA3SDDAZSFSHABCSCFS78
[} E16FBE4B490ABBCHERSITAZ761 56E063IEBIDDAD2 57 7AAI9BSC1GECHBADCOTET

) 3F979A2389ABEBB2D68AAG7288797839
) F63553E9418459DAFEISBAEATA7246EE2DCH5F54
) F13C588F9F77E9BCESCSADS14CDSEBIAGSTATFFF 1F6BFF7AB16441BFFB2856CE

I0) 289BEGDB62B32@BCAB1E1FDBEEBFEBTE
D) 32FB5548B8560597 18369603 8EGBEA94708625058
D) E4@38AS6EFDOBF72BEBAF6E848A3CSFECFFSD24E24EBCS8464F 1441968583066

D) 74231CCSBBFAE16728B25808058FBR0S
D) 82AEACH6188755358859DDCOD59FB65434669175
D) 3ADBCC29E7685FCHUECTEAABFF25EFDS3688AS7COEDBEACT2769244ACAFREA24

) 62CB6A2AS17351472698F669ABASFRIC
) 3102E2B408CI4438BA186750A73BRAE3IFEFAG26
) C25812F5C1B6F74ECHB6A028461601C385DA29ESCI6BBOCERSI7CCAMD3RF2CTS

) 8731BDBCYARICEG3BBEY7CAGECS1B383
) 6AAD228276CCCEIASIDSCEGIEESOBSE22EB6FB1E
) 62515EA29C8F641ABBEY7BDE63634ASDB8FF9453 1 EEIBACT4BIACEDR17963479

) BSBBAASG3C7CIRERCIDOR26256DC1DEC
) 9E441CCCAICSRBACERTFC134AB765887EAF74DR2


https://any.run/
https://www.hybrid-analysis.com/

tryny

Podszywanie sie pod w
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Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists

OpenPhish Phishing Feeds / Global Phishing Activity
Join the fight against phishing

: : _ Timely. A te. Rel t Threat Intelli .
Submit suspected phishes. Track the status of your submissions. = I S et

Verify other users' submissions. Develop software with our free AP.

5,000+ 1,000+ 400+
Found a phishing site? Get started now — see if it's in the Tank: active phishing URLs online accounts brands targeted
| http:// | Is it a phish? discovered daily at risk monthly by phishing campaigns
L. Phishing URL Targeted Brand
Recent Submissions - _ _ _
. . . ) . https://account-verification.haroldebell.com/verify/amazon/signin.php?country=NL-Netherlan... Amazon.com Inc.
You can help! Sign_in or register (free!l fast!) to verify these suspected phishes.
ttp://split.to/VUL ; :
D URL http://split.to/VUUBdAY Amazon.com Inc
6464873 https://acctmgr.eveice.com/acctmgr/ Common/ClickTaC. .. http://pls210515strom-com.preview-domain.com/1081110121.htm Facebook, Inc.
6464877 http://track.smtpsendemail.com/9016770/c?p=1sS2CAL... http://paypal.com-re-secure-your-account-verification-support.nerimsport.com.br/account/si... PayPal Inc.
6464876 http://bbfunding-my.sharepoint.com/personalfaccoun... http://freephubpremium.000webhostapp.com/ PayPal Inc.
6464375 http://bbfunding-my.sharepoint.com/personal/accoun... https://pemsum.org/secure/ Office365
6464373 http://bbfunding-my.sh int. I
- p://bbfunding-my.sharepoint.com/personal/accoun https://4ktvmagazineluiza.titpd.net/lg-tv/smart-tv-4k-led-60-Ig-60uk6200-wi-fi-hdr-inteligencia... Magalu
6464872 http://bbfunding-my.sharepoint.com/personal/accoun...
http://ssfsdf.hostingem.ru/oauth/?i=1 VKontakte
6464871 http://bbfunding-my.sharepoint.com/personal/accoun...
. . https://tikilove.ru/vk.login.php VKontakte
6464370 http://bbfunding-my.sharepoint.com/personal/accoun... Gl &in-pt
6464869 http://appleid.apple.com.olikjokjn.com/R1zagM7K3kG. . http://oauth.vk.com.authorize-client-id-4083558scope-107374redirecturi.mcn-realty.ru/ VKontakte
6464867 http://adamengdesigns.com/wella/wells/wells_fargo/ https://4ktvmagazineluiza.ownip.net/lg-tv/smart-tv-4k-led-60-Ig-60uk6200-wi-fi-hdr-inteligenci... Magalu
6464866 https://paypal-unlockservices.blogspot.com/?m=1 h h h
6464364 http://36.160.224.35.bc.googleusercontent. com/bank. .. ttps//Openp IS Com/
5464863 http://35.224,.160.358/bank_of _amenrca/22-03-2020/A5...
6464862 https://produtosstore.com/789630756,/?smartphone-za...
6464361 http://35.224,160.35/bank_of _amenca/22-03-2020/A5...

https://www.phishtank.com/
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[2017-10-30701:03:08.732756] sabre.
[2017-10-30791:03:08.736403] sabre.
[2017-10-30701:03:08.739438] sabre,
[2017-10-307T01:03:08.743357] sabre.
[2017-10-30701:03:08.746985] sabre
[2017-10-30791:03:08.750505] sabre
[2017-10-30701:03:08.753803] sabre
[2017-10-30701:03:08.757251] sabre
[2017-10-30701:03:08.760780] sabre
[2017-10-30701:03:08.764062] sabre
[2017-10-30701:03:08.767400] sabre
[2017-10-30791:03:08.771454] sabre
[2017-10-30701:03:08.774979] sabre
[2017-10-30791:03:08.778695] sabre
[2017-10-30701:03:08.782650] sabre
[2017-10-30701:03:08.787273] sabre
[2017-10-30701:03:08.792718] sabre
[2017-10-30701:03:08.796569] sabre
[2017-10-30701:03:08.800223] sabre
[2017-10-30701:03:08.803834] sabre
[2017-10-30701:03:08.807935] sabre
[2017-10-30701:03:08.813716] sabre
[2017-10-30701:03:08.818207] sabre
[2017-10-30791:03:08.823387] sabre
[2017-10-30701:03:08.829475] sabre
[2017-10-307T01:03:08.834468] sabre
[2017-10-30701:03:08.838345] sabre.

[2017-10-30701:03:08.846112] sabre.
MU-ID-W 03 08.854347] sabre.

: g8 . 857939] sabre.
B.861686] sabre.

72222223222222233232222333332223

59889889848¢8¢849¢8¢83¢8¢8¢g¢838¢8¢83888¢88¢8¢8¢

- calebfong.com

- omakotiblogi.fi

- cyd.rinocerontesoftware.com.br
- sni242366.cloudflaressl.com
- nomorefatigue. jackchallem. jp
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- v, notofweal th. com

- sni94899.cloudflaressl.com

- m.empleo.demo.bizneo.com

- micro-recycle.com

- evron.fi

- nascent49.com

- sni46701.cloudflaressl.com

- dewittcountyill.com

- snil47765.cloudflaressl.com
- snill11763.cloudflaressl.com
- sni211485.cloudflaressl.com
- www.opticagalens.com
aqurban . xyz

- mywaydanceagency . com

- eosydney.com.au

- ww . nsbeoalition. com
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IDA/x64 debugger/Ghidra
Maszyna wirtualna

Sysinternals tools
Rohitab APl Monitor




SUBROUT I NE ===—==s=sssssos=z== LEESULT _ sldgall WNGproC (Ml fiNnd, UINT Mog, WHPARHAN wraranm, LFAHAN lraram)
LRESULT result; // a4zl
wndproc prec near DATA XREF: suby A218E8-21¢ HNND hi /) «siglé
HDC dc; Sanigli
Paint = LagPAINTSTRUCT plr -8A4N CHAR Birffer) [ s5=+28h ] | bp-6ah @1
Buffer = byte ptr -84h struct LapPAINTSTRUCT Paint; // [Sp+8h] |bp-Adh iEid
hiand = dword ptr 4
Msg = dword ptr 8 LO&GS‘tl‘lﬂg-ﬂ"'IIﬂz oNCE, Bx@u, &butter, 168);
wPar-an = dwotd ptic 8Ch
= =i@ Asembler vs de ilacja
meN ecx, hInstance Pos*Qu r-.essage(a
sub esp, SAsh = !
ley eax, [esprlsdh-Butfer) br edk,
push  &4h ; nBufferMax case 15u:
push eax ; lpBuffer h = hind
push  6ah ; uIb de = BeglnPa"n*(u ind, 8Palnt);
push e ; hiInstance my_paint(n, <c);
call ds:LoadSringa ”ﬁOPalﬂt\f'. &Paint)
mow ecx, [esp+addhaMag | esult = 63
oy gax, ecx break,
sub pax, 2 case 273u:
iz loc_4013E8 if { (_WORD)wPeram == 104 )
sub eax, 20h {
jz loc_421382 DialcgBoxParama(hInstance, (LecsTnjexs?, aod, Dialogfunc, e);
sub sax, 192n result =93
j2 short log 481336 ;
mo edx, [esp+@Adh=1Param) else
mow gax, |esp+oAdn-wParam !
push wdx - ‘Param iF { (_WORD)wParam == 105 )
push eax y WParam {
push  ecx 3 Msg Destroywindow(tund);
nov ecx, |esp+EBGh+hiind | esult =98]
push “La 3 hwnd }
call ds:DefWinunProcs else
add esp, - aadl {
retn  1eh esult = DEfWiIndowProCA(hnd, 0xillu, wParaa, 1Param);
!
}
loc_481336: + CODE XREF: wndproc+3C] break;
mow #ix, |esprBadnewParam ) defaull:
o wax, eCx esult = DefWINdOWPTOCA (Mg, Mey, wParas, LParam);
and eax, @FFFrh break;
sub eax, 68h }
jz short loc_&£e138a réturn réesull]
dec “an !
Jz short log 281371

https://www.hex-rays.com/products/decompiler/compare

vs disassembly/
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Co robi

aplikacja

API Capture Filter

-

summary: 2375 Calls

C5 [ % 34 [l Modules

|:| m Messaging and Collaboration

|:| m Manitor Configuration

|:| m Metscape Portable Runtime

m Metwork Security Services [N55)

|:| I networking

-] ] NT Native

-] J] Office Development

|:| m Security

- [m] ] system services

-1 [l Device Services

|:| m DLLs, Processes, and Threads

-] Hl File services

w1 [}l Backup

=-[®] [ Local File Systems

|:| m Directory Management

|:| m Disk Management

- [m] ] File Management
=-[m] £3 Advapi32.dil

...... [£] AddUsersToEncryptedFile

i..[] [F CloseEncryptedFileRaw

& TID Module AFT (J, Return Error
1745  &71A kernel32.dll MtueryInformationProcess [ GetCurrentProcess(), ProcessDefaultHa...  STATUS_SUCCESS

1746 &716 kernel32.dll MtsetinformationProcess [ GetCurrentProcess(), ProcessDefaultHardE... STATUS_SUCCESS

1747 6716 kernel32.dll MtQuerynformationProcess | GetCurrentProcess(), ProcessDefaultHa..,  STATUS_SUCCESS

1748 A716 kernel32.dll MtsetinformationProcess [ GetCurrentProcess(), ProcessDefaultHardE...  STATUS_SUCCESS

1749 &71aE VERSIOM. dll CreateFileW [ "Ch\Programming\TortoiseSVN\Languages\TortoisePro..  INVALD HAMDLE VALUE 2=T
1750 &716 kernel32.dll b : i ME_MNOT_F... OxcOC
1751 6716 kernel32.dll S Crgigggégmt[mnzabam -C\Programming\TortoiseSVN\Languages\TortoisePracl033.dil", P = Oxelld
1752 &716 kernel32.4dll L GEMERIC_READ,

1753 &716 kernelz2.dll Ld  FILE_SHARE_READ,

kernel32.dil NULL, |
1755 6716 kernel32.dll L gf&?ﬂ%ﬁﬁglmnﬂmm

1756 6716 apphelp.dll M NULL

1757 6716 apphelp.dll Mk

1758 6714 apphelp.dll MitClose [ D=00000000000001a0 ) STATUS SUCCESS

1759 &716 apphelp.dll LdrGetDIIHandle ( NULL, MULL, 0x000000000028da80, 0x00000000002...  STATUS_SUCCESS

1760 &716 ole32.dll MtCQueryKey ( 0x00000000000001a0, KeyNamelnformation, MULL, 0, Ox...  STATUS_BUFFER_TOO_SMALL QxalC
1?i51 6716 ole32.dll MtCtueryKey [ 0x00000000000001 a0, KeyMamelnformation, 0x0000000...  STATUS SUCCESS

4

http://www.roE:i?cﬁéiB.Zom/apimonitor

@[] [} Dired3D 9
-[®] [ Directx Audio
E||E| m DirectSound
|:| m Functions
E||i| m Interfaces
a-[#]%2 IDirectSound
-[]42 IDirectSound3DBuffer
m-[]%2 IDirectSound3DListener
- [ IDirectsounds
D% [DirectsoundBuffer
2@ %42 IDirectSoundBufferd
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ANY RUN: Registration required

Contagio Malware Dump: Password required
CAPE Sandbox
Das Maiwerk
FreeTrojanBoinet: Registration required
Hybrid Analysis: Registration required

le info: Registration required
MalShare: Registration required
Malware lu's AVCaesar: Registration required
Malware DB
Objective-See Collection: Mac malware
PacketTotal: Malware inside downloadable PCAP files
SNDBOX: Registration required
theZoo aka Malware DB
URLhaus: Links to live sites hosting malware
VirusBay: Registration required
Virusign

VirusSign: Registration required

https://zeltser.com/malware-sample-sources/
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Duzo rzeczy nie znasz:
- Bo sg oparte na sprzecie
- Bo sg dostepne dla firm
- Bo sg drogie
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dCzy nie loguje sie kto$ z zagranicy
Czy nie zarejestrowano domeny podobnej do naszej
A Czy administrator nie wykonuje podejrzanych operaciji



Getting started

Writing YARA rules

Modules

Writing your own modules

Running YARA from the command-line
Using YARA from Python

The CAPI

Support Read the Docs!

Please help keep us sustainable

Dy allowing our Ethical Ads in your ad

blocker or go ad-free by

o 5 4 2
subscribing.

Docs » Welcome to YARA's documentation! () Edit on GitHub

Welcome to YARA's documentation!

YARA is a tool aimed at (but not limited to) helping malware researchers to identify and classify
malware samples. With YARA you can create descriptions of malware families (or whatever you
want to describe) based on textual or binary patterns. Each description, a.k.a rule, consists of a set
of strings and a boolean expression which determine its logic. Let's see an example:

rule silent_banker : banker

meta:
description = "This is just an example"
threat_level = 3
in_the_wild = true
strings:
$a = {6A 40 63 00 30 09 0 6A 14 8D 91}
$b = {8D 4D B@ 2B C1 83 (@ 27 99 6A 4E 59 F7 F97%

$¢c = "UVODFRYSIHLNWPEIXQZAKCBGMT"
condition:
$a or $b or %c

The above rule is telling YARA that any file containing one of the three strings must be reported as
silent_banker. This is just a simple example, more complex and powerful rules can be created by
using wild-cards, case-insensitive strings, regular expressions, special operators and many other
features that you'll find explained in this documentation.

Conf~=*-

https://yara.readthedocs.io/en/stable/
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Brute Force

Adversaries may use brute force techniques to attempt access to accol

unknown or when password hashes are obtained.

Credential Dumping is used to obtain password hashes, this may only g
when Pass the Hash is not an option. Techniques to systematically gue
compute hashes are available, or the adversary may use a pre-compute
hashes. Cracking hashes is usually done on adversary-controlled syster
network. ']

Adversaries may attempt to brute force logins without knowledge of pa
an operation either with zero knowledge or by attempting a list of know
This is a riskier option because it could cause numerous authentication

lockouts, depending on the organization's login failure policies. !

A related technique called password spraying uses one password (e.g.
list of passwords, that matches the complexity policy of the domain ant

used password. Logins are attempted with that password and many dif

network to avoid account lockouts that would normally occur when brutc rwiciy w enigic

account with many passwords.

https://attack.mitre.org/techniques/T1110/

Procedure Examples

Name

APT3

APT33
APT41
Chaos

China
Chopper

Dragonfly
2.0

Emotet

Description

APT3 has been known to brute force password hashes to be able 1o level
APT33 has used password spraying to gain access to target systems.2¢]
APT41 performed password brute-force attacks on the local admin acco
Chaos conducts brute force attacks against SSH services to gain initial a

China Chopper's server component can perform brute force password gu

Dragonfly 2.0 dropped and executed tools used for password cracking, ir

Emotet has been observed using a hard coded list of passwords to brute



Informatyka sledcza

- Sprzet/licencje

- Dobra znajomosc systemu

- Poszukiwanie metadanych,
logdw, plikow tymczasowych

- Jak/kiedy/gdzie sie wtamano

- Urzadzenia mobilne

- Rekonstrukcja macierzy

- Wspotpraca z policja

- Znajomosc¢ prawa
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an W L o ™
. Zgodnosc¢ ze standardami
ISO/IEC 27001
RODO
PCI SDD

CISSP

Wykaz certyfikatow uprawniajgcych do przeprowadzenia audytu.

Dz.U.2018.1999
ROZPORZADZENIE
MINISTRA CYFRYZACJI1

z dnia 12 pazdziernika 2018 r.

w sprawle wykazu certyfikatow uprawniajqcych do przeprowadzenia audytu

Na podstawie art. 15 ust. 8 ustawy z dnia 5 lipca 2018 r. o krajowym systemie cyberbezpieczenstwa (Dz. U. poz. 1560) zarzqdza sig, co nastepuje:

§ 1. Rozporzqdzenie okresla wykaz certyfikatow uprawniajgeych do przeprowadzania audytu w rozumieniu art. 15 ustawy z dnia 5 lipca 2018 1. o krajowym systemie

cyberbezpieczenstwa, stanowigey zalqgcznik do rozporzgdzenia

§ 2 Rozporzqdzenie wchodzi w zycie z dniem nastepujgcym po dniu ogtoszenia.

ZALACZNIK

WYKAZ CERTYFIKATOW UPRAWNIAJACYCH DO PRZEPROWADZANIA AUDYTU

1. Certified Internal Auditor (CIA);
2 Certified information System Auditor {CISA);
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postMessage

Zabezpizcz wymienianie danych

pomiedzy roinymi domenami przy Atak BadWPAD, d=i

uzyein JavaScript.

niezaszyfrowany ruch internetowy na ckatki dla organiza

twoim komputerzs.

: .
| P
sadWPAD ;;

- e " A
[EESRS Ty — BT

BadWPAD

podshachiwac i mody

Skutki XSS
i ktoremu mozna Jak wytiumaczyé biad typu XSS
kowac prezesowi firmy? Moze pokazajac jego
? Opowiedz o XSS

worm — czyli kawatkn kodu, ktory za

raza

vtkownikow, podobrnie jak

ecie rzeczywistym.

Problematyczne znaki UTF - Unicode Case
Mapping Collisions

Zamiana liter z duzych na male te prosta operacia. no chyba, ze
korzystasz z UTF 8. Czy moze b

Unicode Case Mapping Collisio:

iebezpieczna® Czy shrszalez o

XS-Ieaks - Cross Site Leaks

Bledy
odpowiedz tak/nis na zadane wezesniej pytanizs. Na pozor wydaje

ezo rodzaju w specyficznych okelicznosciach pozwalaja na

sig zatem, Z= o nic nie znaczaca klaza pedatnoéei. Als czy aby na

pewno?
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